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What are ZKAPs?
▸ ZKAPs = Zero-Knowledge Access Passes

▸ An anonymous, token-based authorization protocol

▸ See also: Privacy Pass <https://privacypass.github.io> 

▸ (To be) used by PrivateStorage <https://privatestorage.io>
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▸ Privacy problems with existing access-control (authentication) systems

▸ Example: online/web accounts
○ Durable identifiers (username, email, 

etc.) to authenticate users
○ Used to prevent abuse, free-riding, 

etc.

○ But:
■ Activity is linked to account
■ Accounts can be linked to 

individual account-holder(s)
■ Accounts can be compromised, 

etc.
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Why ZKAPs?

ZERO KNOWLEDGE ACCESS PASSES (ZKAPs)

▸ Privacy problems with existing access-control (authorization) systems

▸ Example: ticket rolls:
○ Numbered labels to authorize 

ticket-holders
○ Corresponding “coupons” to verify 

disputes
○ Weakly “fungible”

○ But also:
■ A residual record of activity
■ A means of identifying individuals
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Why ZKAPs?

ZERO KNOWLEDGE ACCESS PASSES (ZKAPs)

▸ ZKAPs can be used to authorize individual actions without identifying 
individual users

▸ Uses batches of blind signatures as spendable “tokens”

○ Usage: Spend X tokens to perform resource-limited action Y
■ e.g. (PrivateStorage): spend X ZKAPs to store X MBs for 1 month

○ Tokens cannot be linked to token-holders or to each other

○ Tokens cannot be forged; issuance is controlled





How Do They Work
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Variable : Comment
Variable = Definition
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k : Secret key
Y : Public key
X : Ristretto point
Y = X k
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ZERO KNOWLEDGE ACCESS PASSES (ZKAPs)

t : Random preimage bitstring
T : Random token
T = H1(t)
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P : Blinded token
r : Random blinding scalar
P = Tr
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Q : Blinded signature
P : Blinded token
k : Secret key
Q = Pk
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W : Unblinded signature
Q : Blinded signature
r: Random blinding scalar
W = Q1/r



ZERO KNOWLEDGE ACCESS PASSES (ZKAPs)

K : Verification key
t : Random preimage bitstring
W : Unblinded signature
R : Message

K = H2(t, W)
(t, R, MACK(R)) : Access Pass
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T’ = H1(t)
W’ = (T’)k

K’ = H2(t, W’)
MACK(R) =? MACK’(R)
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Weaknesses
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Single denomination
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Metadata tracking
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Necessity of a crowd
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Other Use-Cases
▸ Social media invites
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Other Use-Cases
▸ Public transit credits
▸ VPN Service
▸ Identityless messaging service
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Other Use-Cases

ZERO KNOWLEDGE ACCESS PASSES (ZKAPs)



Relevant links / further reading
▸ https://privatestorage.io/

▸ https://openprivacy.ca/assets/towards-anonymous-prepaid-services.pdf 

▸ https://github.com/PrivateStorageio/ZKAPAuthorizer 

▸ https://github.com/LeastAuthority/python-challenge-bypass-ristretto 

▸ https://github.com/brave-intl/challenge-bypass-ristretto 

▸ https://privacypass.github.io/ 

▸ https://www.petsymposium.org/2018/files/papers/issue3/popets-2018-0026.pdf
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Questions?
contactus@leastauthority.com
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