S4 + Gridsync

RightsCon 2018 user testing: findings and suggestions

Least Authority with Allon Bar, May/June 2018
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Highlights

The diversity of participants at the conference helped to bring forward a broad range of issues (hence this document having become rather
lengthy!). Many things seemed to work well. People mostly had little trouble signing up, adding folders to the grid, exporting and, when
necessary, using a recovery key. It was nice to see that people had fun seeing how instantly the sharing and receiving of folders works. Also
great was to see a ‘click’ in people’s heads as they realized how little information they had shared about themselves in order to use S4; a
victory for the privacy-conscious. While several key tasks were easily executed by the testers, the testing, fortunately, also surfaced many
small and large issues that should be addressed. Some highlights:

Overall approach

People were frequently unclear about what is local, what is in the cloud, and how both sides interact. For example, when one participant
clicked on a folder in the Gridsync window, they expected to see the content of the folder ‘in the cloud’, rather than on their own computer.
When another participant deleted files from their local folder, they expected the files to still be present on S4. The term ‘stored remotely’
made some people think a folder was on their computer, while others thought it was in the cloud.

As Chris notes in his observations, the two models that people seem to be most familiar with are the traditional Google Drive approach
(browser-based, uploading to the cloud) and the Dropbox approach (a centralized folder, integrated in the local file system, which
continuously synchronizes with a central server).

S4+Gridsync works a bit differently, with decentralized folders on a local computer that continuously synchronize. In this way, it = g2
more like Dropbox (keeping local folders in sync with remote servers), but it Juu?4 more like Google Drive (dragging and dropping specific
folders into a window that feels like ‘the cloud’). Perhaps as a consequence of that, people were sometimes surprised or unclear about
what happened when they used the program.

The two clearest paths forward are to either, (1) meet people’s expectations by aligning with a storage model that they are generally more
familiar with. They will then hopefully have an easier time operating the system; or: (2) to keep following the current distinct model, but to
adapt it based on user research, and to better guide people about how it works. This path may be more challenging, but has a higher
potential for reward: rather than mimicking existing software, it plays into Gridsync’s unique strengths.



If, as is the current approach, Least Authority chooses the second path, some further usability opportunities come to mind (covered in
more detail in the sections below). These include providing clearer explanations to first-time users, a synchronization- and Gridsync-status
in the File explorer, adding the local folders’ file paths in the main Gridsync window, to make it clear that it's a local that is being watched,
and prompts to download to the right location.:

Communicating privacy

There is one issue that peeks through in a more limited fashion in participant’s questions, like what happens with synced files after the
trial ends, what happens when a file is removed, but not permanently deleted, and what happens when someone wants to ‘unshare’ a
folder’. The overarching question this points to is what happens with users’ data, and what information others can access. The core
principle of the company and product is to know as least as is necessary, but that may not be as self-evident to end-users.

The kind of data the company can access and how it handles this data should be clearly communicated, both in a privacy policy and in the
way the product presents itself. To this end it may be worthwhile to do a GDPR or RDR-like review of S4/Gridsync, to examine the extent to
which general users can understand the company’s privacy policy. On top of these frameworks, which focus more on company-wide
policies, a review of the privacy/security dimensions of the S4+Gridsync design would help. The Digital Security and Privacy Protection UX
Checklist (DSPPUX-Checklist) can assist with that.

Visual explanations

While a main goal in the design process should be to enhance users’ ability to use the program without special guidance, it may be
inevitable that there are areas that require further explanation. The feedback we received indicated that a more visual rather than strictly
text-based approach to explaining how the program works, could enhance people’s understanding of it.

Easy wins
While some of the issues touched on above and in the detailed notes below require substantial deliberations and efforts, the user research
also brought to light a broad range of ‘easy wins’: small changes that can make big gains for the user experience. These include:
- When installing most participants could not find the necessary invite code; changing around the order of steps to take on the sign
up confirmation page could better sensitize people to the code.
- The grid selection and especially the ‘connect another device’ buttons on the toolbar seemed to confuse people, yet didn’t seem to
draw much functional interest: they can be moved to the preferences window or removed altogether.
- And perhaps not with as direct an answer, but still a nice and important ‘unexpected find’, was that the variety of names (Least
Authority, Gridsync, S4, Tahoe-LAFS) that participants came across, raised questions. When involved with a product on a day-to-day
basis these sort of things can easily be overlooked, but user research is excellent in bringing it to the surface.


https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
https://rankingdigitalrights.org/
https://github.com/leeange/DSPPUX-Checklist

Finally, there were a number of things that we got limited feedback on and that raise wider questions, worthy of further research. These
included preferences for application launch at startup, whether people desire to ‘sign out’, and if and how people wish to log whom they
shared folders with. While further research would be beneficial on every issue flagged in this document, the ones standing out in particular
have been highlighted in light magenta.

Methodology

- The testing was conducted from May 16-18, 2018 in Toronto, Canada.

- The setting was RightsCon 2018, an annual digital human rights focused conference.

- Ten people at the conference (one of which was Least Authority staff), participated in the user testing.

- The testing was done ‘live’, with Internet-connected computers, with three different operating systems (Windows, Mac, Linux).
Each participant could choose a computer with the operating system they were most comfortable with.

- Participants were asked to perform a set of basic tasks related to S4 and Gridsync, including signing up, installing, initializing, and
adding and sharing folders.

- Afacilitator (Allon) guided them through the session, and a co-facilitator (Chris) addressed technical questions and collaborated
(‘role-played’) with certain tasks, such as folder sharing. The co-facilitator and a dedicated note-taker (Lauri and Liz) took notes on

paper.
- Each user testing session lasted 45 minutes.
- Participants received a gift card as an incentive for participating.

- They were all offered a participant bill of rights, which they read before starting the test.



Methodology lessons learned

- Being consistent about questions asked helped compare how different people reacted to the tasks assigned. At the same time, it
was helpful that we sometimes deviated to go with the flow of the conversation, also to be able to learn about specific aspects that
were not yet covered or already covered extensively by previous participants.

- Being able to change questions and even adapt the software between days 1 and 2 helped to discover new issues and to get
feedback on the quickly implemented fixes.

- Table setup: we first only used a big round table. As we only had one screen, the laptop computer used by the test participant, it
made it difficult for all four people to see what was happening on that screen at the same time. When we used a long rectangular
table later it was easier for everyone to observe the screen, but it was still not ideal. If the setting allows for it, adding a mirrored
second screen for the note-taker may be helpful, though at the risk of creating a more uncomfortable ‘being observed’ feeling.

- The high noise level in the community space where we did the testing made it difficult for the facilitator and the notes takers to
understand everything the participant said.

- Asking participants to think out loud as they were performing the task generated very important feedback. At the same time, people
had to be reminded frequently to think out loud. Maybe a longer introduction about what kind of feedback is helpful could improve
this process.

- The interview time of 45 minutes was OK for most people, and maybe even at the long end of people’s concentration time. For some
people it would have been helpful if we could have spoken to them for 15 minutes longer.

- The gift cards we offered did not seem a main incentive for most people we spoke to, and may have created an awkwardness. For
future user testing we should consider if we can treat people to something to drink or lunch if the setting allows for it, especially
when it involves people we know or people in this specific community.

- The personal details that people filled in by hand to receive their gift card were hard to read, we may have to think about a different
approach for that in the future.

- Asthe participant bill of rights referenced the possibility of audio/video/photos, which we did not take, participants asked about
this. If we already know in advance that we won't record then it may be better to leave it out of the bill of rights, to avoid confusion.



- While we avoided taking pictures to not make anyone in that setting uncomfortable, we could have taken a picture of the (empty)
test set-up table.
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Where to sign up
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1. Go to the S4 sign-up page
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Least
Authority

Freedom Matters

SIMPLE, SECURE CLOUD STORAGE.

Simple Secure Storage Service (S4) is Least Authority's verifiably secure off-site backup

system for individuals and businesses.

Free 30-day trial. Then just $25/month (for personal use).

Fesrmmere “

Robustly architected Built-in versioning
— \
_ Even if some servers go down, your data is still safe Easy access to previous revisions of your data
and available.
Scales seamlessly Access control
ﬂl Built on top of Amazon S3; the future RAIC add-on will [+] Users can be given read-only or
support Microsoft Azure, Rackspace, Google Cloud individual files. Files can also be made immutable.

Platform, and HPE Hybrid Cloud as well.



